
One of our prospects contacted Prophaze 
Technologies regarding their high 
bandwidth utilization and unavailability 
of their servers randomly. Server down 
time is a critical issue which comes under 
the three security pillars (CIA triad). 
After a discussion with their Clients 
Support team and getting an insight to 
their business architecture and user-
cases, team Prophaze found out that the 
company was offering bonus points to 
new registrations in order to attract more 
customers.
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Offenders were trying to create new 
registrations using fake mobile numbers. 
Thousands of requests with fake phone 
numbers were getting hit to their servers 
every day. After a detailed analysis, we 
concluded that this was done using bots.

Prophaze cloud security platforms offers 
protection from bots with AI- based 
Behaviour detection. The prospect was 
on-boarded for a pilot session for 14-
days where Prophaze could successfully 
mitigate the bot attacks. 


